ANNUAL WORK PLAN — Town of Essex - Special Projects FY24-FY25

Budget year: FY25

Department: IT

Budgeted staff: 3 (IT Director, Network Admin, and GIS Coordinator)

Primary function(s): Overall management of all Town technology and GIS needs

Progress 1st Quarter 2nd Quarter [3rd Quarter |4th quarter |End of year

Task Priority Level [Deadline |status Value [Other departments involved |notes notes notes notes update
Migration from a hybrid on premises Active Directory to cloud based Entra (previously Azure) for No, other departme_znts are
user accounts, workstations, and file storage. This move is to eliminate the need for expensive needed for this project but
hardware that needs to be replaced every 5 - 7 years. this will impact all users as

accounts and files are

2 - High Year end [In progress migrated
Website Redesign 3 - Medium Midyear |In progress Various
Disaster Recovery Planning and Testing - This is a special project now but once a plan is created Create a IT
and tested it will become regular work. Starting in the 1st quarter by creating a plan and the 2nd No, other departments are  |disaster
quarter for testing the plan. 3 - Medium Midyear |Not started needed for this project. recovery Plan  [Test plan
Security Audit with CISA - Review CISA recommendations from PD exercise. We will look to
utilizing their penetration testing along with research using a .gov domain name based on their No, other departments are
recommendations 3 - Medium Midyear |Not started needed for this project
P : " ] GIS, Public Works, and
Digitizing plans into DocuWare - allowing staff to access them electronicall ' '
g ap g y 4 - Low Year end [In progress CommbDev

Business Continuity Planning and Testing - work with individual departments to create a plan for
getting the department up and running in the event of a disaster. Starting with the Managers and
Rec departments in the 3rd quarter. 4 - Low Year end [Not started Various -

Managers to review policy

before Selectboard
Review IT policies and update as needed. This will start with the computer use policy. 4 - Low Year end [Not started review/approval
Staff Training - Security and Microsoft Office. We want to work with departments to understand
what IT training they may need including secuity training. Use KnowBe4 along with
KnowledgeWave for training modules that can be used based on the needs of the department. |4 - Low Year end [In progress Various




Annual work plan — Regular work

Budget year: FY25

Department: IT

Budgeted staff: 3 (IT Director, Network Admin, and GIS Coordinator)
Primary function(s): Overall management of all Town technology and GIS
needs

Progress Notes and
Task Deadline status Frequency Timeframe [Other departments involved [Updates
Patch management — server, workstation, firewalls End of each month _ [In progress |Monthly None
Phone system firmware updates Year end In progress |Yearly None
Active Directory cleanup —admin password change Year end In progress |Yearly None
Account administration (new and terminated users) On-going In progress _|Daily None
Respond to Support Tickets On-going In progress [Daily None
Review Logs (firewall, Azure, backups, antivirus) for security threats or system
failures On-going In progress |Daily None
Computer builds and installs On-going In progress |Varies None
Grand list changes / parcels, tax maps, etc. On-going In progress |on-going Assessors
Assign parcel numbers and addresses On-going In progress |on-going Assessors / Finance
Database / mapping / classify trails On-going In progress |on-going Com Dev / Recreation
Cemetery database / mapping / documentation On-going In progress |on-going Clerks
Database / mapping all our physical assets End of each month _ |In progress |on-going / weekly Public Works

Public Works / Com Dev /

Database / mapping all our easements & land On-going In progress |on-going Manager
Stormwater database / mapping End of each month _ |In progress |on-going / weekly Public Works
Federal waterline project End of each month  |In progress |on-going / weekly Public Works
Special mapping / data projects that arise End of each month |In progress |on-going / weekly Com Dev / PW
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